SANGFOR NGAF

Free Security Health Check of Your Network and Business Systems

How Healthy is Your Network and Business Systems?

This is always a question hard to answer. Let SANGFOR NGAF help you !
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What is included in your Security Health Check?

* Endpoint security analysis

* Business application server security analysis
* Vulnerability scanning

¢ Security loopholes assessment
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Sangfor security reports are simple & intuitive by telling you :

* Where the issues are ?
* What damages could they cause ?
* How you could protect yourself against it ?

//SS\\ NSS Labs “Recommended” rating for WAF: Gartner 2015 Enterprise Firewall Magic Quadrant:
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RECOMMENDED

» Effective against all evasion techniques. » Ease of installation

* Highest on CPS . * Reporting on security Ga rtner
¢ High performance °

* 100% passed all stability and reliability tests.

¢ Leader in terms of Value * Cloud-based sandboxing

* Active vulnerability scanning

SA N G FOR o o SANGFOR NGAF: Best Value for Money

- Proactive protection: Risk Visibility is Equally Important to Attack Prevention

Sangfor Technologies - Streamlined management: Keep it Simple: Consolidated and Simplified
sales@sangfor.com - Efficient performance: No Compromise between Security and Performance
www.sangfor.com




Designed with fully integrated layer2-layer7 visibility and threats prevention capability, SANGFOR NGAF
provides a complete security solution suite to networks, servers as well as business applications.

0 Internet Gateway Challenges

Advanced threats bypassing traditional
security defense

SANGFOR NGAF Solution

¢ Industry-leading Sandboxing cloud
technology effectively identifies advanced
and 0 day threats

¢ Identify, locate compromised endpoints
and prevent threats of malware, botnet,
Trojan, virus, vulnerability exploits, etc.

* Visibility reporting monitors internal
network security status and locates threats

Data Center Challenges

Risk mitigation, threats prevention capability
against various intrusions to endpoints,
servers and applications while guarantee
performance

SANGFOR NGAF Solution

¢ Full-layer threats prevention by IPS, WAF,
APT and FW module with cross-module
intelligent protection

* Risk assessment module helps to identify
potential security loopholes prior to attacks

¢ Unified threats monitoring and analysis
report center to offload security maintenance
* High performance with full function modules

enabled

Security Comics

Manager W., I'm
little S. from
Sangfor. May I
introduce our latest
NG Firewall to you?

There are so many
| threats that haven't

Demilitarized Zone (DMZ) Challenges
Page tampering, data stealing and intrusion to
critical public-facing business services

SANGFOR NGAF Solution

* Specialized WAF defends against rising
web-based attacks; IPS defenses against vulnera-
bility exploits

* Anti-defacement and Data Leakage Prevention
avoids business losses from cyber threats

* Risk mitigation, threats prevention capability
against various intrusions while guarantee
performance

e Best-of-breed visibility reporting system helps

to locate, analyze attacks effectively and assist
deci sion-making

Branch network Challenges
Visualized, controllable and secured edge
network with a lower TCO

SANGFOR NGAF Solution

* Best-of-breed visibility reporting to demon-
strate branch network security status and user
activities

* Clean up traffic by preventing hidden threats
traversing from branch network through

VPN/leased line up to business servers in
datacenter

Now, we've got a lot of network
security devices, I think our network
is secure enough, and no network
attacks have ever happened.

How about this? Use our
device to do a free security
check for your network, in
bypass deployment, it won't

pichwark affect your network.

securi

=]/

e ™

Manager W.
hetwork pro

s you can see, after detecting
lems, our device will inform you and
show them intuitively, to facilitate your next
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convenient and comprehensive in security
protection. Please tell me more about it.

It seems that, NG firewall is more
| been discovered!

step security works, very convenient to use. Not
only that, it can also protect your website from
tampering, sensitive information from leaking...
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